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“ Mua avaAuon HeyAAng KALLOKOLG TNG TPOTIOTOLNONG TIEPLEXOUEVOU ATIO TOUG
OLVOLKTOUG SLOKOULOTEG LECOAABNONG MPWTOKOAAOU pETAPOPAC UTEPKELUEVOL

NEPINAHWH

Ot avolktol SLaKOULOTEG HECOAABNONG MPWTOKOANOU peTAPOPAC UTIEPKELUEVOU (HTTP)
npoodEpouv pla ypAyopn kat BoAwn Avon ywa tn dpopoAdynon tng SLadlkTuaKkng
Klvnong mpog €vav poopLopo. € avtiBeon e Lo neplimAoka cuoTtpata avapetadoong,
onwg O6iktua avwvupiag n unnpeoieg ekovikwyv WwwTkwy Siktowv (VPN), ol
XPNOTEG UmopoUV va ocuvdeBolv eAelBepa o€ €va avolktd pecoAafnt xwpeig tnv
avaykn eykataotaong €61kol AoylopikoU. Emopévwg, oL avolxtol Slakoplotég eival
gl €AkuoTikl emloyn ywa tnv mapdakoapdn oidtpwv pe Bdaon tnv SevBuvong
StadiktuakoL pwtokoAAou (IP)kal Meploplopolc yewypadlkng BEonG, MAPOKAUTTOVTOG
TNV TIAPEUTOSLON TIEPLEXOUEVOU KOL Tn AOyokplolal Kal, YEVIKOTEPQ, amokpudn tNng
S1evBuvong IP tou meAdtn katd tnv npocBacn oe évav Slakoutoth otou. Nap’ 6Aa autd,
OL OUVETTELEG TNG SpOooAGYNOoNG TNG KUKAOdOopLag HEow VO N aflomioTou Tpitou Hécou
umopel va eivatl cofapég, evw ta kivntpa Asttoupyiog twv XAAdwv Sdlabéoipwy oto
Koo HTTP Stakoptotwy eivatl apdlofntiolua.

Itnv mapouca epyacia TMAPoUcLAlOUHUE Ta AMOTEAECUATA MLAG OVAAUONG UEYAANG
KAlpaKkag Twv avolytwv dtakoptotwv HTTP, eotialovtac otov kaboplopo tou Babuoul



OTOV OTIOL0 XELPOYWYELTAL N Kivnon Tou Xpnotn evw avapetadidovtat. Exoupe oxedldoet
Kal epoapudoel pla pebodoloyia mou avixveleLl SLAKOULOTEG TTOU avVTL va PeTadidouv
nadnTika tnv KukAodopia, TPOTOMOLOUV €VEPYA TO OVAUETASIOOUEVO TIEPLEXOUEVO.
Mépa amd tnv amAn aviyveuon, To MAAiolo €lval LKAVO yla TNV amodoon OpPLOREVWV
HLKPOOKOTILKWV aAAaywv KukAodopiag oe eminedo Siktuou o cadpwG KABOPLOPEVES
KAKOBOUAEG EVEPYELEC, OTIWG N ToMoBETNoN Stadnuicewy, N AMOTUNWON NAEKTPOVIKWY
SOKTUALKWV QUIMOTUTTIWHUATWY TWV XPNOTWV Kal N avakateuBuvon og oeAdEC TpoopLoUOU
KAKOBOUAOU AOYLOULKOU, YL va avadEPOUE LEPLKEG.

Exoupe edopupooel tn pebodoloyia pag oe €va ouvolo oxedov 65,000 avolxtwv
HTTP Slakoplotwy, Toug omnoioug mapakolouBoloape yia nepiodo SUo pnvwv. Ta gu-
prApata pog ivat avnouxntikd. Eva onpavtiko mocooto (5.15 %) twv SLaKoULoTwWY TTou
Soklpaoape BpéBnkav va KAvVoOuv pLot aAAayn TIEPLEXOUEVOU OTNV aVOKTNUEVN oeAida
HTML, n omola pnopel va BewpnBel wg KakOBoUAn 1 averlBuuNnTn. ZUYKEKPLUEVA, OTO
47% Twv MEPUTTWOEWV N aAlayr Teplexopévou eixe va kavel e Stadnuioslg, 39%
OUYKEVTPWOAV TIANPOdOPIEG XPNOTWV TIOU MMOPOUV va  xpnolgomnownBolv  yla
NAEKTPOVIKA SAKTUALKA QITOTUTIWHATO KoL tapakoAouBnon kat to 12% npoomnabnoe va
avakoteuBuvel Tov Xpnotn o€ oeAideg Tou TEPLElYaV  KOKOBOUAO AOYLOULKO.
H peAétn pag amokaAUmTel Ta aAnBwad kivntpa TMOAAwWV amo twv Slabécipwy oto
KOLVO SLASIKTUOKWY SLAKOULOTWYV. Ta EUPNUATA LOG EVELPOUV APKETEG AVNOUXLES, KABWG
KATAOELKVUOUHE TIOAAEG TIEPUTTWOELG OTIOU O XPNOTNG UMOpPEL va emnpeactel cofapd
anod tn ouvdeon PE AVOLKTO Slakoploth. EmutAéov, €xoupe dnuoupynosl pia Alota
TWV KAKOBOUAWV SLOKOULOTWY TIOU €XOUV €VTOTILOTEL AAAA Kol evtomilovtal auTtnVv TN
OTLyMR, OL omoliol mpéEmel va amodevyovtal kal va dnuootelovtol o€ PHaUpeG ALOTEG.
T€Aog, To MAQLOLO pOG UTtopel va otaBel wg €vag avolxtog EAEYKTAG yLa TNV avixveuon
MPOOOETWV KAKOBOUAWY SLAKOULOTWY OTO PEAAOV.
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ABSTRACT

Open HTTP proxies offer a fast and convenient solution for routing web traffic to-
wards a destination. In contrast to more elaborate relaying systems, such as anonymity
networks or VPN services, users can freely connect to an open HTTP proxy without the
need to install any special software. Therefore, open HTTP proxies are an attractive option
for bypassing IP-based filters and geo-location restrictions, circumventing content
blocking and censorship, and in general, hiding the client’s IP address when accessing a
web server. Nevertheless, the consequences of routing traffic through an untrusted third
party can be severe, while the operating incentives of the thousands of publicly available
HTTP proxies are questionable.

In this work, we present the results of a large-scale analysis of open HTTP proxies, focusing
on determining the extent to which user traffic is manipulated while being relayed.
We have designed and implemented a methodology for detecting proxies that, instead of
passively relaying traffic, actively modify the relayed content. Beyond simple detection,
the framework is capable of macroscopically attributing certain traffic modifications at
the network level to well-defined malicious actions, such as ad injection, user
fingerprinting, and redirection to malware landing pages, to name a few.
We have applied our methodology on a set of nearly 65,000 open HTTP proxies,
which we monitored for a period of two months. Our findings are alarming. A significant
fraction (5.15%) of the proxies we tested were found to perform some form of content
injection in the retrieved HTML page, which can be considered as malicious or unwanted.
Specifically, in 47% of the cases the injected code injected advertisements, 39% collected
user information that can be used for fingerprinting and tracking and 12% attempted to
redirect the user to pages that contained malware.

Our study reveals the true incentives of many of the publicly available web proxies.
Our findings raise several concerns, as we demonstrate multiple cases where the user can
be severely affected by connecting to an open proxy. In addition, we have generated a
list of currently pinpointed malicious servers that should be strongly avoided and black-
listed. Last but not least, our framework can stand as an open monitor for detecting
additional malicious proxies in the future.



